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Introduction The attack tree model

Situation
A thief wants to steal some document in a safe of a building without being seen.
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Introduction The attack tree model

The entrance in the building
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Introduction The attack tree model

An example of an attack tree
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Semantics for attack tree Syntax

Syntax of an attack tree

(ψ1, ϕ1) (ψ2, ϕ2) (ψ3, ϕ3) (ψ4, ϕ4)

(ψ5, ϕ5)

Maxime Audinot, Sophie Pinchinat, and Barbara Kordy, Is my attack tree correct ?, European
Symposium on Research in Computer Security, Springer, 2017, pp. 83-102.
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Semantics for attack tree Syntax

Syntax of an attack tree

(T , ϕ1) (T , ϕ2) (T , ϕ3) (T , ϕ4)

(T , ϕ5)

Maxime Audinot, Sophie Pinchinat, and Barbara Kordy, Is my attack tree correct ?, European
Symposium on Research in Computer Security, Springer, 2017, pp. 83-102.
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Semantics for attack tree Syntax

Syntax of an attack tree (no precondition)

Definition
An attack tree τ is:

a Boolean formula ϕ over a set of proposition Prop,
an expression OP(τ1, ..., τn) where OP ∈ {OR, AND and SAND} and
τ1, ..., τn are attack trees.

ϕ1 ϕ2 ϕ3 ϕ4

ϕ5
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Semantics for attack tree Path semantics

Path semantics

Let S = (S,→, val) be a transition system with val : S → PROP a valuation
function. We denote Π(S) the set of all paths over S.

Definition

Paths(τ)S is inductively defined as follow:
Paths(ϕ)S = {s0s1...sn ∈ Π(S)|sn |= ϕ},
For Paths(OR(τ1, ..., τn))S , we use the union of the semantics,
For Paths(SAND(τ1, ..., τn))S , we use the synchronised concatenation of
the semantics,
For Paths(AND(τ1, ..., τn))S , we use the merge of the semantics.
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Semantics for attack tree Path semantics

Example: path semantics
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Semantics for attack tree Path semantics

The entrance in the building
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Semantics for attack tree Strategy semantics

Intuition for a strategy semantics

Paths semantics Strategy semantics

Transition system Game arena

Paths Strategies

Paths(ϕ) = {s0...sn ∈ Π(S)|sn |= ϕ} Strat(ϕ) winning strategies for the
reachability game defined by ϕ

For an attack tree τ , Strat(τ) denotes all winning attacking strategies.
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Semantics for attack tree Strategy semantics

Example: strategy semantics
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Semantics for attack tree Strategy semantics

Problems with a compositional semantics
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Semantics for attack tree Strategy semantics

Strategy semantics

Definition
The strategy semantics of an attack tree τ is the set of all trees σ respecting the
two following conditions:

σ denotes a strategy
every branch of σ is a path in Paths(τ)
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Results on decision problems

Considered decision problems

Membership problem

Non-Emptiness problem

τ

x

x ∈ JτK ?

τ JτK ̸= ∅ ?
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Results on decision problems

Results summary

Paths semantics Strategy semantics

Membership Problem coNP-complete

Non-Emptiness Problem NP-complete Pspace-complete

NP-complete if preconditions for leaves.1

Without preconditions: a backward induction over the input path can solve
the problem in polynomial time.

1Maxime Audinot, Sophie Pinchinat, and Barbara Kordy, Is my attack tree correct ?,
European Symposium on Research in Computer Security, Springer, 2017, pp. 83-102.
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Results on decision problems

Results summary

Paths semantics Strategy semantics

Membership Problem P coNP-complete

Non-Emptiness Problem NP-complete2 Pspace-complete

2Maxime Audinot, Sophie Pinchinat, and Barbara Kordy, Is my attack tree correct ?,
European Symposium on Research in Computer Security, Springer, 2017, pp. 83-102.
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Results on decision problems

Results summary

Paths semantics Strategy semantics

Membership Problem P coNP-complete

Non-Emptiness Problem NP-complete Pspace-complete

Hardness: ∃x1∃x2∃x3, x1 ∧ (x2 ∨ x3) ∧ (¬x2 ∨ x3)

Start

p1

¬p1

p2

¬p2

p3

¬p3

{start}

{P1}

∅

{P2}

{P3}

{P2,P3}

∅

start

P1 P2 P3

Terefenko Adversarial Formal Semantics of Attack Trees and Related Problems July 4, 2023 21 / 25



Results on decision problems

Results summary

Paths semantics Strategy semantics

Membership Problem P coNP-complete

Non-Emptiness Problem NP-complete Pspace-complete

Membership:

Semantics non-empty =⇒ existence of not too long strategies
construct an alternating Turing machine:

Guess a play π (AP)
check whether π ∈ Paths(τ)
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Results on decision problems

Results summary

Paths semantics Strategy semantics

Membership Problem P coNP-complete

Non-Emptiness Problem NP-complete Pspace-complete

In conclusion
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